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TELECQMRitmCAT IONS SERVICES APPARATUS ANP METHOD 

This invesition concerns the j&eld of mobile tdecoinmtizucatioxiiS and ia particular the 
areas of voice and text canxmumcatLon. Xbe iuveotioii discloses a teclmique wh^^eby 
5 mobile temiiiiated t^t services may be selectively offered Oia existir^ mobile 
tekphoce networlcs. The lavention is aprpficable in particular to the GSM mobile 
telephony system^ alttiDugli in piinoiple the tecbnique conld be applied to olhei typ^ 
of n[iobile netfvork. GSM is well defined and specified by intei]aa9.tiio»^ standards, 
which define the functional blocks aad the signalling messages lhat pass between 
10 them. 

The present application acknowledges Prior art GB 0128721 .8» and extends it to covei: 
epplioatiion to ^class of ser^oe^ i.o. the provision of features selectively accoxdh^g to 
con£lguxai;ioQ or provisioning, as well as location privacy and usage pnvacy. In 
particular it is envisaged that advanced seafvices conld be made available to all . 
IS custoxnesis or could be selectively made available to premimn customers by means of a 
^class of service'' setting in the HLR. 

The invention will now be described in the contecrt of a text messagixig service. GSM 
piovides the Short Message Service (SMS) facility which allows short text messages 
20 to be sent between mobile stations. Message transmission occurs in two stages^ th© 
first being transmission of ijie message fiom the originating hazwlset to a short message 
service centre (SMSC)- Secondly, the SMSC then fbrwards this message to the 
destination mobile station. If th^ destination mobile station is unavailable tt>^ the 
SMSC stores the message and retries delivery later, 

25 

The GSM short message service is extresnely popular and carries ever in<a«asing 
levels of traffic world-wide- A large proportiimofthistraiSBb is ephemeral. However 
in some cases it would be desirable to be able to keep a perman^ record of short 
messages, edthesr seat or received, to divert messages to an alternative destination, to 
30 copy messages to a second destination, to copy messages to emails to screen messages 
against Spam, etc. With the present GSM system this is not possible, because in some 
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oircumstaaces messages to not even pass ttaough the hame network. The present 
mvendon faciHtates all of &ese benefits and opens up 4e possibility of many new 
types of serrice with both GSM teat messages and voice calls, and which can be 
applied aedectively to oertain customers, or to all customers if required. Eacamples of 

5 jases forthis inveotinn ino^i r^^'W 

• Sending copies of Short Messages either transmitted or received by a 
subscsdber to an email sjstem for archiving purposes. 

• Diversion of SMS to an altenaative handset or to an equipmeot, e^g. for voice 
read-bdidk. 

10 • Lawfijiintercq>tionofSMS- 

• latexception of incazniiig or outgoing voice calls for a subscriber for the 
piupoae of, for CKacnplft, tecoxding the call. 

• Providing location privacy fiirreoipieEats 

• Anti-Spam protection 

1^ * Access to diverted messages 

• Access to messages ftom othermeaos, e.g. fixed netwodcs or email " 

It is known tiiat fixed telephone exchanges offer a class of service feciliiy whereby the 
se* of service features offered on a particular line is configurable. 



20 



It is known that short m^sages may be archived by transfenirtg flliem fiom the handset 
into a computer using a data link and specialised software. However this process is 
slow and mconveni^t. 



It is known that Signalling Transfer Points (STPs) or Global Title Translatots (GTTs) 
in the network: are programmed to do address translation between gtobal addresses and 

the addresses of ^edfic cqoipments or groups of equipments. The STPs/GTTs 

provide a lev^ of indirection in network addressing. 



30 



It is desired to obtain access to the Short Messages deUvwed to or transmitted by some 
or all subscribers of a given netWOjaE, or to obtain access to die audio of all caUs 
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iavolvix^ robscaibers of a ^r&n network, by arrangxng fbr these communioatiozis to 
pass fbtough. an equipment or gtoup of egmpmeiifs. As will be described^ acc^ to 
ixiobile oxigiziated messages is strsd^tforward u&xng knowp tecjucdques, but access to 
i3[iobil& tetmimted messages is not pos^ble in a tradidoiial nelwoik arcMtectnie* For 
5 voice call^ diversion of outgoiiig oalb via aa equipment is curr^olly possible by the 
sabsccibear dialling a special nuznbei or oode wMcb causes the netwoik to route the call 
accorditxgly. However diversion of incoiciing calls through an equipmeot is not 
straightforward. The present invention allows access to mobile temunafied messages, 
and to incoming calls, in a way that can be operated selectiyely per subscribegc. The 
10 ability to direct all messa^s or voice calls through equipment in die home network is 
very poweiM and opens the possibilily of a whole rmge of new $ipplicat}ons. 

The invention is now described in the con£e3ct of Short Messages. 

15 Two tj^es of message need to b^ C02:isidered: tbose that are mobile originated^ i.e. sent 
by Ihe subscribeF and those that are m.obile temiinated, ie. received by the subscriber. 
In the mobile originated case^ it is known that all messages sent by the subscribeir v/iJl 
be deliveared to the Short Message Service Centre (SMSC) address in his home 
networic It is also known that Signalling Transfer Points (STPs) or Global Title 

20 Tsanslatois (GTTs) can be programmed to route all mobile origjxiated messages sent to 
this address through an equipment for processing pri.or to being delivered, either 
directly to the destination or to the SMSC 

A suitable equipment for impkmeatbg the message proc^sing is a Telsis SMS 
25 Router. 

The global GSM system consists of a number of GSM networks. The network on 
which a subscriber is registeifid is known as his Tiome" networic When a subscriber 
sends a teod: message, the message is always delivered in the first instance to an 
30 equipment in his home nctwpxk, lypioally an SMS Router or a Message Centre. 
(SMSC). DeU-ray to an SMS Router is nonnally achieved by arranging fbr the SMS 
Routets in the network to take on the Global Title of -file SMSCs, theieby receiving all 
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5 



10 



15 



20 



of the MO messages addressed to an SMSC Has is the case even when the subscriber 
w roaming an anoflier network. The SMS Router iJien queries the Home Location 
Register (M^) of the destination subscriber's network and the is thm 

fiirwaidcd accordiagly,. 

Ihe global address of a Message Centre is normally pxos/mxm^A into tiie subscriber's 
handset TWs ^obal address is mteipreted by Sm or GTTs in the GSM netwa& 
ovdsT to deKver the message to tbe appropriate equipment The GSM networic 
messaging invohred in delivering a mobile originated message to an SMSC is shown in 
Figure 1. The GSM network messaging involved in delivering a mobile originated 
message to an SMS Router is shown in Figure 2, 

Tte mobile tetminating case is more difficult because there is no guarantee that in 
noimal circumstances messages delivered to a eubsoiber's handset wiU pass through 
the subscriber's home networic at all. It is known that in order to deKver a message to 
a subsmber, a query must be made to the HLR of the subscriber's home jietworic in 
order to determine the current location of the subscriber. In the case of short messages 
this query is known as "send routing infbrmatio«i for short message^ or SRI_SM. It is 

also knoTvn that SIPs or GTTs can be programmed to route signalling mes Jges to an 
alternative destination, hi some eases it is possible to divert SRI_SM messages (and 
the SRI equivalent messages to voice calls) without diverting other lypes of messages. 

The present invemtian nosy make use of this diveision to send SSJLSM messages to the 

SMS Router. 



25 Alternatively and in the prefeo«d embodiment, the HLR can be programmed to 
forward some or all SRI_SMs to (he SMS Router, excluding those arriving from an 
SMS Router. The messages so routed depend on the Class of service for die reoipaeni^ 
which is preferably Stared as a fieW in !he This is a key aspect of the present 

mventian. Tbe SMS Router is then able to reply to these quedes on behalf of flie HLR, 
while also itself querying the HLR to detennme the Hue location of the recipient 
HowcWBT inshjad of retraning the true location of the subscriber the SMS Router can 
return its own location in the response to the SRI_SM. He effect of this is that the 



30 
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short message will be delivered Bot to the subscriber but to the SMS Houtear. This is 
true regardless of the cunmt locations of ei&er the send^ or the recipieat The SMR 
Houter is thea able to impleoieat any desired processing on the teixt message for 
example archiving to emails before finally optionally fonvardibg Ihe roessage onto the 
5 actual location of the subscriber as indicated by the HLR. This behaviour is illustrated 
in Figure 3 and tbe corresponding ladder diagrmn in Figure 4. 

In Figare 4» the HLR query (2) is show bdng made immediately lixe SSI.SM 
message arrives at the SMS Router. In practice^ smce die HLR response is not used 

10 until step (5), the HLR query may be delayed until stftcr step (3), or delayed until after 
step (4). The reply noay be sent before ogt after the HLR is queried, and before or after 
the HLR response is received. In practice, if the application being performed, requites 
that the HLR query depend in some way on the content of the Shoxt Message itself, 
such as is the case for SMS Divert then it is preferable to delay ttie HLR query until 

13 aflia: step 4. This configuration is illustrated in Kgure 5. 

The combined effect of using the preseaitly kno^m technique for mobile originated 
SMS and SRL5M response manipulation for mobile terminated SMS is that all 
messages to and from a subscriber may be caused to pass through, an SMS Router 
20 before reaching their destination. Tlie SMS Router is capable of actmg on the contc^lts 
or addzess^ within the message to provide additional inteilig^t functionality in tiie 
network such, as grooming* and in conjunction with an associated processor inter&ce 
and store, for providing s^vices such as message archivinigj or anti-Spam protection^ 

25 The class of service field in the HLR may be used duectly to control which SFI.SMS 
are passed to an. SMS Routegc lor manipulated response^ hence controlling which 
customers obtain a special class of service for their MX messages* For MO messages, 
the SMS Routers in the MO path may also query the HLR to deteimine whether a 
special class of service should be ^Ued to these messages. This need not involve any 
30 additional HLR traffic, since in a direct delivery application the MO SMS Router is 
already querying ib& HLR for reasons of number portability and A-party credit checfcu 
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Very siixiilar tedbniqu^ can be used for voice calls. Instead of the SRI-SM message 
used for SMS, voice calls are deliver ed to the coirect mobile station using an SRI 
mess^e (Send Routing lofoim^ttiQn) directed at lbs HLIL If the STPs are pxOSfi^^ijW^^d 
to divert SiBl messages to the SMS Roiiter^ or tibe HLR itself is programmed to 
5 selectively route these messages on to an SMS Router» then flxe samei principle can be 
used to cause incoming voice calls to be diverted via^ for exaxnpleii call screeninjg 
equipoient^ a recording equipment which could make a recording iu tho ma^xoer 
described in UK Patent application number 0024733.8, ox any olfeer exjhanced voice 
service. Outgoing voice calls may be diverted to the equipment by known techniques, 
10 fat example the use of short dialling pic^iSxes. For outgoing calls the equipment may 
queiy the HL]& tp detenmne the required or permitted class of service. 

Text message delivery is unique in that messs^ges are traditionally stored in Service 
Centres (SMSCs) in the sandar's network. If the sender is a subscdber of a fordgn 
network, then the message is stored in an SMSC outside of the recipiesat^^ xibetwork. In 
15 the nomial course of message delivery, the foreign SMSC queries tib.e recipieait's HLBU 
and obtains the recipients IMSI and current location, or an indication Ihat the 
subscriber is absent This information may violate the recipient's desire for privacy, 

eepecially if he is travelling. The described invention overcomes this privacy issue by 

I- 

always reinoming the address of an SMS Router as the location of the subscriber, Jfox 
20 those recipients who have the necessary class of service set in the HLR. RedirectiOiA of 
a mobile terminated message to an SMS Router in the recipient's network provides 
privacy, because the foreign SMSC is always told that the recipiente ^location' is die 
SMS Router- ISfo infomiation is therefore provided to a foreiga network that discloses 
the recipient's real locatioiu 

25 Routiiig via the home network opens the possibility of providing advanced 
applications and managemeat for die recipient's messages, since for those recipients 
who have a suitable class of service provisioned in their HLR rccoxdj all MT messages 
will be delivered via the home network^s SMS Router, even when the subscriber is 
roaming. The HLR's class of service feature allows this facility to be selectively 

30 offered to some or all customers. MO messages may also be handled according to the 
class of service by arranging for the SMS Router to query the HLR. 
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MX message delivery via flie home rbetwoxk is ^een. as a vital cocnponent of future 
messagbg semces send is key to providing file lecipi^nt with control over his message 
management Tlie addition of sdleolive HUL cootrol of MT message deHvcay via the 
home netwoxk provides a class of service capability that allows m opegrator to offer 
5 advanced services to some or all customers. Suok services ix)clude Divert, Copy. Log, 
Anti-^pazGL and location Privacy. 
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